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Services/Port that needs to be enabled at member firewall or Security components

Traffic Source Destination Service TCP/UDP L EN G
Flow
A 10.X.X.129-254 * 10.X.X.XX 443 TCP * The IP details to be provided based on the need to know
10.X.X.XX basis. Bursa technology team will liaise the IT coordinator.
Notes:

1. ADA/ADM to inform the Exchange via email to cdssysadm@bursamalaysia.com for notation, if this is implemented.

2. In order to support the remote access, ADA/ADM IT team will need to perform the necessary network configuration and security controls
within their IT infrastructure with secure VPN/VDI solution. ADA/ADM will need to map/allow (e.g. NAT, ACLs, Routing, physical, etc.) the
IP addresses provided by Bursa Malaysia to enable the remote users for accessing the respective Web applications.

3. In the event if additional IP addresses are needed, ADA/ADM can apply it following the current process.
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Notes:

4. The following are the recommendations for risk mitigation when enabling the remote access setup:

a) Must have authentication credential with complex password for secure VPN/VDI. In addition, 2FA is recommended as the passcode
are dynamically generated and constantly changing which are safer to use than fixed (static) log-in information;

b) Restrict access to limited IP ranges and TCP ports as well as time control for the remote access;

c) The PC/Laptop for the user for this purpose is hardened and updated with latest end user device protection (i.e. AV, AM, APT, etc.)
and must not come with administrator privileges;

d) Do not use PUBLIC and unsecure network (i.e. cafe, restaurant, etc.) when accessing Bursa Malaysia Web-based application;

e) The user must be made aware of their responsibilities and strictly adhere to procedures, guidelines & policies that align with
SC/BURSA/BNM guidelines;

f) To perform an assessment after the post implementation to validate if there is any impact on security. You can do this internally by
someone who is independent of change execution. e.g. Internal Audit/CISO unit or to engage external party by conducting a
Penetration Testing; and

g) To ensure that you have ability to monitor, detect and respond in a timely manner to any event related to this change.

#GTO07002# Page 2 of 2



PN\

vy
& BuURsSA
 MALAYSIA

Creating Opportunities, Growing Value

RN
k)

Thank you

DISCLAIMER:

These presentation slides are owned by Bursa Malaysia Berhad and/or the Bursa Malaysia group of companies (“Bursa Malaysia”). Whilst Bursa Malaysia endeavors to
ensure that the contents in this presentation are accurate, complete, current and have been obtained from sources believed by Bursa Malaysia to be accurate and
reliable, neither Bursa Malaysia or the presenter of this presentation make any warranty, express or implied, nor assume any legal liability or responsibility for the
accuracy, completeness or currency of the contents of this presentation. In no event shall Bursa Malaysia be liable for any claim, however arising, out of or in relation
to this presentation.

This document shall be used solely for the purpose it was circulated to you. This document is owned by Bursa Malaysia Berhad and/or the Bursa Malaysia group of

companies (“Bursa Malaysia”). No part of the document is to be produced or transmitted in any form or by any means, electronic or mechanical, including
photocopying, recording or any information storage and retrieval system, without permission in writing from Bursa Malaysia.
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