REPLY FORM
OF MEMORANDUM 0006 OF 2018/PO

RE: Cyber Security Insurance Scheme

	Member Company

	:  ……………………………………………

	Contact person

Title/Designation   

Phone No

Email Address    
	:  ……………………………………………..

:  ……………………………………………..

:  ……………………………………………..

:  ………………………………………………




                                   

Please give your feedback in the provided space below. Please attach additional pages if necessary.


	1. Is your organization interested to participate in the Cyber Security Insurance Scheme managed by ASCM? 
	
	

	Yes

	
	
	

	No




2. If your answer to the above Question 1 is ‘No’, please state the reason(s) of your decision below:

	








3. The information requested in the table below are applicable to members who are interested to participate in the Cyber Security Insurance Scheme managed by ASCM. 

	No
	Information Requested

	Please provide the information in this column. You may use attachments when necessary


	a. 
	Prior Cyber incidence encountered in the past 3 years with brief description of the individual scenario and losses sustained by your company.

	

	b. 
	Required limit and deductible levels for the Cyber Security Insurance 

	

	c. 
	Cyber control measures implemented by your company, whether all of them have put in place the following:
· Data Protection Plans 
· Incident Response Plan & Disaster Recovery Plans 

	

	d. 
	Some details of the general cyber event preventive controls implemented by your company

	

	e. 
	Type and number of Personal Identifiable Information (PIIs) and/or Personal Confidential Information (PCIs) held by your company

	

	f. 
	Revenue size of your company  (as per 2017 financial year, in RM)

	

	g. 
	Geographical breakdown of your company activities/income, is it 100% Malaysia-based?

	

	h. 
	Locality distribution of your clients (in %) for the following countries:
· Malaysia
· Singapore
· Worldwide excluding USA & Canada
· USA & Canada

	

	i. 
	[bookmark: _GoBack]How do your company vet  IT personnel?

	

	j. 
	What are the types of Professional Indemnity policies and minimum levels of indemnity that your company already have in place. 

	

	k. 
	Does your company conduct internet or cloud stock trading transactions (and therefore accept credit cards, online banking payment, store customer information)?




	

	l. 
	Data Access & Recovery / Network & Computer System – does your company have procedures to prevent unauthorised access, malware, breaches of data security, system failure and sensitive date?
	 

	m. 
	Outsourcing Activities- Does your company outsource any part of its network/computing system, data collection / data processing / data storage?
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